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Introduction



Goal

”Visa på möjligheterna med digitaliseringen
genom konkreta och imponerande piloter
tillsammans med svensk processindustri”



Cloud based 
automation 

services

Service-based 
business models

5G for industrial 
automation

Digitized 
Collaboration

IIaaS – Industrial 
Infrastructure-
as- a-Service

Scope – Future process industry solutions



Scope - Sprint 1&2

Field Metering 
Data

GDPR

Design of new digital services

Ventilation optimization 
service

Mining ventilation as a cloud service

Cloud based 
automation 

services

Service-based 
business models

5G for industrial 
automation

Digitized 
Collaboration

IIaaS – Industrial 
Infrastructure-
as- a-Service

https://abb.sharepoint.com/sites/SwedishCorporateResearchIoTSPProject/Public Documents/presentations/GDPR_short.pptx


Dissemination of results

Press release 
January 2017

Här utvecklas industrins 

smarta maskiner (C.A.G 
Mälardalen)



Cloud I/O



IoTSP
CloudIO

Vision of an easy-to-use, infinitly scaleable industrial IO system
connected to Cloud Computing

Wayne Gretsky: ”A good hockey player plays where the puck is.
A great hockey player plays where the puck is going to be”

For the Cloud: ABB Ability cloud will be 
based on Microsoft Azure

IoTSP Project Start

2015                              2016                              2017                              2018

IoTSP Project Finish
For the Edge: Azure IoT Edge

???

Now

??? ???

For the Fog: Azure Stack



Azure Stack Azure Stack

Azure DC
Cloud

Fog

Edge

Azure Stack



What is 5G?

Click

https://www.slideshare.net/qualcommwirelessevolution/making-5g-nr-a-reality


• Imagine…:
• 1000 bits of data/SELECT IO 

channel @ 100 ms
• A TSN Ethernet network with

”10 G” bandwitdh
• This network could fit 1 million 

SELECT IO channels!
• 10.000 SELECT IO channels

would consume just 1 % of this
10G bandwidth

• There would be lot’s of
bandwidth left for Video 
cameras, Netflix, other OT 
traffic and other IT traffic. 



Slide 13

Everyone working with TSN

https://www.thestreet.com/story/14092643/1/broadcom-introduces-first-fully-compliant-tsn-ethernet-switch.html
https://www.marvell.com/switching/assets/LinkStreet_88E6390X_FINAL2.pdf
https://www.microsemi.com/products/ethernet-solutions/ethernet-software-ip/gigabit-ethernet-switch-cores
https://www.electronicsweekly.com/news/electronica-intel-adi-shape-ethernet-industrial-iot-2016-11/
http://www.innovasic.com/products/tsn-kit
http://www.nxp.com/products/microcontrollers-and-processors/arm-processors/qoriq-layerscape-arm-processors/time-sensitive-networking-solution-for-industrial-iot:LS1021A-TSN-RD
http://www.microchip.com/design-centers/ethernet/ethernet-devices/technology/ethersynch
https://www.renesas.com/en-eu/solutions/factory/industrial-communications/tsn.html


IT
core

OT
core

• Complete and Secure
Cloud-Fog-Edge Platform

• OPC UA PubSub
communication enables
Device2Device 
communication with
Publish/Subscribe
communication
technologies via Ethernet, 
5G, ..

• Low hardware 
requirements:
• Single core and min 128 MB 

RAM

https://azure.microsoft.com/en-us/campaigns/iot-edge/


1. Cloud: Large portions of IoTSP has 
worked with Azure functionality
• Cloud2Fog2Edge Connectivity: Internet 

and IoTHUB communication evaluation

2. Fog: We’ve configured an Azure Stack
Machine @SECRC

3. Fog: We have access to 5G 
BaseStation from Ericsson @SECRC

4. Edge: We’ve aquired CloudIO Edge
Computers with Ubuntu (Azure IoT
Edge capable) suitable for TSN and 
more

5. Edge: We’ve developed a SELECT IO 
Scanner IP and a simple linux
application using UIO driver to do 1 
ms SELECT IO scan

So what have we done so far?

Azure Stack



Fog

Azure Stack Azure Stack

Azure Cloud
Cloud

Azure Stack

Internet Connectivity

Edge

SELECT IO scan provided by ABB

Click

IoTSP project demonstrates potential with IoTHUB
communication from Ubuntu applications at the Edge

to Azure (in Cloud and Fog)  via 5G and Ethernet

ABB Confidential

https://library.e.abb.com/public/08682ccab75f4d0586f82046375a1fcd/3BSE089094 en ABB Ability System 800xA Select IO.pdf
http://new.abb.com/control-systems/system-800xa


Industrial Cloud 



QoSQoS !=



Microsoft Azure SLA => 10-25% Service Credit

• https://azure.microsoft.com/en-us/support/legal/sla/summary/
• Analysis Services

• A minute is considered unavailable for a given Server if more than 1% of all Client Operations 
completed during the minute return an Error Code.

• Event Hub/IoT Hub
• A minute is considered unavailable for a given Event/IoT Hub if all continuous attempts to 

send or receive Messages or perform other operations on the Event/IoT Hub throughout the 
minute either return an Error Code or do not result in a Success Code within five minutes.

• Express Route
• A minute is considered unavailable for a given Dedicated Circuit if all attempts by Customer 

within the minute to establish IP-level connectivity to the Virtual Network Gateway 
associated with the Virtual Network fail for longer than thirty seconds.

• Scheduler
• We guarantee that at least 99.9% of the time all scheduled jobs will initiate within 30 

minutes of their planned execution times.

https://azure.microsoft.com/en-us/support/legal/sla/summary/


Amazon S3 Service Level Agreement

• https://aws.amazon.com/s3/sla/
• “Error Rate” means: (i) the total number of internal server errors returned by 

Amazon S3 as error status “InternalError” or “ServiceUnavailable” divided by (ii) the 
total number of requests for the applicable request type during that five minute 
period. We will calculate the Error Rate for each Amazon S3 account as a percentage 
for each five minute period in the monthly billing cycle. The calculation of the 
number of internal server errors will not include errors that arise directly or 
indirectly as a result of any of the Amazon S3 SLA Exclusions (as defined below).

• “Monthly Uptime Percentage” is calculated by subtracting from 100% the average of 
the Error Rates from each five minute period in the monthly billing cycle.

• A “Service Credit” is a dollar credit, calculated as set forth below, that we may credit 
back to an eligible Amazon S3 account.

https://aws.amazon.com/s3/sla/


Industrial automation

Sensors & Actuators

Automatic Control

Supervisory Control

Production/Batch Control

Enterprise

Process and machines

Fieldbuses

Control network

Client/Server network

Plant/Corporate network

O
T

IT

Internet



Industrial automation (crictial to less sensitive)

Sensors & Actuators

Automatic Control

Supervisory Control

Production/Batch Control

Enterprise

Process and machines



Availability

Cloud & Edge SLA

Industrial Automation

* System 800xA Solutions Handbook, ABB, 



IoTSP QoS measurements

• Availability
• Cloud Service Response time (i.e., RTT) is compared to application deadline 

requirement

• 𝐀𝐯𝐚𝐢𝐥𝐚𝐛𝐢𝐥𝐢𝐭𝐲 = 1 −
#𝑓𝑎𝑖𝑙𝑒𝑑/𝑙𝑎𝑡𝑒 𝑐𝑙𝑜𝑢𝑑 𝑠𝑒𝑟𝑣𝑖𝑐𝑒 𝑟𝑒𝑠𝑝𝑜𝑛𝑠𝑒𝑠

#𝑡𝑜𝑡𝑎𝑙 𝑐𝑙𝑜𝑢𝑑 𝑠𝑒𝑟𝑣𝑖𝑐𝑒 𝑟𝑒𝑞𝑢𝑒𝑠𝑡𝑠

• Latency & Jitter
• Round-Trip-Time (RTT) measurements (avg., max, min, jitter = σ)

• Error Rate
• The percentage of errors detected by a device within a predefined period of 

time.

Inspired by NAMUR NE133 KPIs for communication a “User Association of Automation Technology in Process Industries”, 
140+ member companies, http://www.namur.net



Azure IoT Suit: popular solutions

https://www.azureiotsuite.com/#solutions/types



Ingest, Digital Twin, Monitoring, Visualization, Business Process Modeling

Industrial IoT Cloud Services

Field Level
Sensors/Actuators

Control Level 
(PLC)

Plant Management 
Level (MES)

Enterprise 
Level (ERP)

publish/subscribe

device-to-cloud/cloud-to-device

Enterprise Level- new services, business-model, use-cases  

Applications/Services Integrations

Remote Monitoring
Connected Factory
Predictive Maintenance

IoT Network

PLM
CRM
ERP

Data Ingest

Device Connectivity

Data Processing

(Transform, Analytics, Trigger)

natural trend

Visualization

(Analytics, Business Process Modeling)

AI and Machine Learning
(Cognitive, VR, AR)

Research Areas
- Industrial Cloud Reliability and Latency
- Cloud Services Availability

Challenges 
- Quality of Service, Data Privacy (Reliability, Availability, Big Data)

- Data Acquisition Challenges (Frequency, Format, Filtering)



POC Architecture and Experiment Approach

• Objective; find latency and calculate availability
• Latency between device and cloud services 

• Latency between cloud services

• Challenge; time sync issue between IoT devices and cloud services 

• Approach; perform device round-trip measurements, find Availability 



Ingest, Digital Twin, Monitoring, Visualization, Business Process Modeling

Cloud Services

Data Ingest, Device Connectivity

IoT Hub

1.1 send device-to-cloud message

1.2 send acknowledgment for device-to-cloud

Industrial IoT

Ingest, Digital Twin, Monitoring, Visualization, Business Process Modeling

Data Processing 

Azure App Function

IOT-Device 
Simulated
IoT - Device 
Simulated

Data Ingest, Device Connectivity

IoT Hub

2.1 send device-to-cloud message

2.5 send command cloud-to-device

IOT-Device 
Simulated
IoT - Device 
Simulated

2.3 trigger

2.4 send command to IoT-Hub for IoT-Device

Visualization

(Analytics, Business Process Modeling)

AI and Machine Learning
(Cognitive, VR, AR)

Visualization

(Analytics, Business Process Modeling)

QoS Reporter
1.3 send measurement to QoS Reporter

QoS Reporter
2.6 send measurement to QoS Reporter

2.2 send acknowledgment for device-to-cloud

1- Device-To-Cloud Measurement

2- Device-To-Cloud Service Measurement



Ingest, Digital Twin, Monitoring, Visualization, Business Process Modeling

Cloud Services

1- send QoS measurement

Industrial IoT

QoS Reporter Event Hub: Data Ingest
Stream Analytics

:Data Processing
(Transform, Analytics, Trigger)

Power BI: Visualization

Azure Storage

(Analytics, Business Process Modeling)

3- visualize and store QoS

2- transform

Calculate
Availability

4- calculate

1- Measurement Reporter and 
Availability Calculations



Experiment Setup and Reports

• Experimental Setup
• Running two devices for 4-5 days
• Data-center in Ireland
• Sending data ingest messages every second
• Getting commands from cloud every 30sec 

• Reports
• Device-to-Cloud Measurements: Västerås device to Ireland data-center
• Device-to-Cloud Measurements: Ireland device to Ireland data-center
• Device-to-Cloud Measurements: Summary
• Device-to-Cloud Service Measurements: Västerås device to Ireland data-center
• Device-to-Cloud Service Measurements: Ireland device to Ireland data-center
• Device-to-Cloud Service Measurements: Summary



Reference Latency Chart

• 10ms
• Motion Control

• 100ms
• A response time of 100ms is perceived 

as instantaneous

• 1000ms
• Response times of 1 second or less are 

fast enough for users to feel they are 
interacting freely with the information

• 10 000ms
• Response times greater than 10 seconds 

completely lose the user’s attention
1968 Robert Miller classic paper; Response time in man-computer conversational transactions

10 000ms

1000ms

100ms

10ms



Results and Visualization

• Power BI Embedded
• https://app.powerbi.com/groups/me/reports/485e64bf-cbbf-42b8-958c-54128512e9d0/ReportSection

https://app.powerbi.com/groups/me/reports/485e64bf-cbbf-42b8-958c-54128512e9d0/ReportSection


Experimental Results and Availability

99.00%

98.00%

99.90%

99.90%

99.99%

99.99%

11.90%

0.00%



Experimental Results and Availability

84.00%

1.00%

99.00%

99.00%

99.99%

99.90%

0.00%

0.00%



Characteristics of Cloud Services

• Lack of time accuracy between device and cloud services

• Cloud services works as scheduled jobs and ASAP
• Scheduled jobs can create predefined latency, e.g. Stream Analytics

• Throttling limits can increase latency
• Requests placed in queue 

• Throttling limits can stop services and create errors
• Maximum queue limit encountered

• Application specific architecture design and test throttling limits
• Worst-case works under limits or service scale accordingly



Next Steps

• Need more concrete use-cases to experiment IoT cloud services 
• Enhance architecture with more industrial services
• Guidance for designing of application specific industrial SLAs

• Identify challenges and future work to improve QoS
• Modular redundancy in cloud 
• Cloud Scalability and Replication
• Dedicated network routing, e.g. express route
• Edge Computing
• Distributed Cloud

.



Business Models for the 
Internet-of-things 





A shift in focus to service and value 

Connectivity                                                                Intelligence              Creating value

Data Collection Analytics - Optimization Actuation

GIS
Mobility

Sensors

Stationary things

Visualization/
Monitoring

Production 

Identify relation/ 
pattern

Predict/Optimize
Next step

Virtual reality
models

Performance 
footprint

Autonomous 
systems

Predictive 
Maintenance

People 



Business Model

Describes the rationale of how an organization creates, delivers, and captures value

Value Creation Value Capture

Perform activities that increase 
the value of a company’s 
offering and encourage 
customer willingness to pay

Monetization of customer value



Business Model Canvas



A business model is a blueprint of 
how a company creates and captures value



The Internet-of-things Requires a Mindset Shift (1)
Create value differently 



The Internet-of-things Requires a Mindset Shift (2)
Capture value differently 



Internet-of-things 
changes business models



St. Gallen Business Model Innovation Map



Business Model Patterns

Digitally Charged Products

Product as a point of sales
Digital add-on
Object self service
Remote usage and condition monitoring

Sensor as a Service

The data-generating products or the 
resulting services are no longer the 
central focus in this pattern but rather 
the data itself 

Experience selling

The value of a product/service is 
increased by an enhanced customer 
experience offered with it



Business Model Pattern “Digitally Charged Products”
Product as a point of sales

Physical products become sites of digital sales and 
marketing services 



Business Model Pattern “Digitally Charged Products”
Digital add-on

A physical assets is sold together with a free digital service at 
no additional cost. Over time, the customer can purchase 
premium services and get invoiced.



Business Model Pattern “Digitally Charged Products”
Digital add-on

The usability of a product/service or sub-functions can be 
restricted to the time span of a subscription.



Business Model Pattern “Digitally Charged Products”
Object self service

Physical assets have the ability to serve themselves by 
placing orders on the internet or from the storage, etc.



Business Model Pattern “Digitally Charged Products”
Remote usage and condition monitoring

The use and consumption of a product/service is 
measured and charged (pay per use)

Monitoring the status of production plants or equipment to 
guarantee performance and availability



Business Model Pattern “Experience selling”

The value of a product/service is increased by an 
enhanced customer experience offered with it



Business Model Pattern “Sensor as a service”

Collecting, processing and selling the sensor data for 
a fee from one subsection to other subsections.

The data-generating products or the resulting services 
are no longer the central focus in this pattern but 
rather the data itself -> Data marketplace

How is the marketplace best structured?



Mine Swish - A Future Mining Business Model



Mine Swish - A Future Mining Business Model (1)

Sensor as a Service

The data-generating products or the 
resulting services are no longer the 
central focus in this pattern but rather 
the data itself 

Offering analytics and insights

Why the operation costs over a certain period is high?
Why the energy consumption is high last week?
How is the utilization rate of mining machines over a certain period?
What is the root cause of a too low mean-time-between-failure for the 
mining machines?



Mine Swish - A Future Mining Business Model (2)

Digitally Charged Products

Product as a point of sales
Digital add-on
Object self service
Remote usage and condition monitoring

Digital offerings

Predictive maintenance instead of reactive or time-based maintenance 
(maximize equipment availability)
Service updates and upgrades
Reporting (daily, weekly, monthly)
Integration with other services, e.g., mine safety, fleet management, 
mine ventilation, etc.



Mine Swish - A Future Mining Business Model (3)

Experience selling

The value of a product/service is 
increased by an enhanced customer 
experience offered with it

Convenience and increased accessibility by offering 
services in mobile devices:

Notifications to operator on events
Visualization of activity schemes on mobile devices
Video and voice communication
Visualization of KPIs for production status



Mine Swish - A Future Mining Business Model (4)

Experience selling

The value of a product/service is 
increased by an enhanced customer 
experience offered with it

Convenience and increased accessibility

Visualization of activity schemes on mobile devices



Mine Swish - A Future Mining Business Model (5)

Experience selling

The value of a product/service is 
increased by an enhanced customer 
experience offered with it

Convenience and increased accessibility

Visualization of KPIs for production status



Challenges

Data perspective

Data privacy, confidentiality, integrity, ownership, 
and traceability
Data quality and trust
Value co-creation through data sharing and 
integration
Who takes the role of data marketplace?

Legal perspective

Compliance with regulations
SLA legal aspects

Transition perspective

How is the organization influenced due to the 
transition from product-dominant to service-
oriented business model?
Step-wise transition from existing business 
model to adapt to Internet-of-things context

Service perspective

How to achieve recurring revenues?
Trust between service provider and service 
consumer
Quality of service
Ease of use



Future Perspectives

Value design shifting from a firm to designing business models for ecosystems
Integration of actors, various resource flows, and value exchange between them

Value design shifting from data sharing to co-developing
Greater level of collaboration and sharing - all actors collaborate and co-develop high value 
analytics solutions (creating value and wins for all actors involved)

Value design to embed sustainability thinking
Make sustainable choices to reduce material consumerism and enhance product lifecycles



Reflections, Next steps



Cloud based 
automation 

services

5G for industrial 
automation

Service-based 
business models

Digitized 
Collaboration

IIaaS – Industrial 
Infrastructure-as-

a-Service

Ventilation optimization 
service



Planning next sprints – Ideas/partners

Distributed Cloud

?
Machine learning in UC

FireEye and Mandiant Merger 01-08-2014-Forbes

Cyber security



Concept demonstrators



Mine Ventilation Optimizer as a Cloud Service



Enable new capabilities and services

• The service is managed from a central location
• Flexibility to modify and improve the SmartAir™ 

Optimizer

• Customers use the service as needed 
• Easy upgrade and change to new levels of mine 

ventilation
• Easy installation and maintenance
• Easy to handle software upgrades and patches

• Monitor ventilation data from across different mine 
sites 
• Visualization of ventilation-related data to assist 

decision makings, e.g., historical data, real-time 
data, and KPI tracking, etc.

• Suggestion for optimization algorithm improvement 
based on machine learning

Ventilation optimization service



Architecture  (based on Microsoft Azure cloud services)

IoT Hub

Event Hub

IngestionAirflows (min/max, measured)
Fan powers (actual fan speed)
Differential pressures

Ventilation optimization 
service

Actual fan speed

Azure Function Service Fabric Virtual Machine

Production activities

Actual fan speed 
(external set 
point)

Scheduled every 

X minutes

Other cloud services for 
decision support, e.g., planning 
and scheduling, etc.

Event-based 

control

D
ata co

llectio
n

800xA

Setpoint

Vent. parameters



Azure Functions

Event Hub Stream Analytics

Mine simulation

Power BI

Virtual Machine

Demo set-up



August 30, 2018

Power BI visualisering



IoT  Hub connect


